Noah 4 Mobile App Certification Test Worksheet

Important: Please see the Noah 4 Mobile Certification Introduction version 1.1 for important background information (e.g. color coding)

HIMSA member companies are required to review Noah 4 Mobile Certification Introduction version 1.1 before testing to ensure all
information is understood.

1.1 General Information

No. | Topic Title Topic Details Response

Company Name
Otohub S.r.l.

App Name
OtoPad

List the version of the App
1.0

Where is the version number located?

On the Main Screen, at the bottom right
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No.

Topic Title

Topic Details

Response

Is this app developed for a specific operating
system?

Yes

If Yes, please indicate which operating system
(only one) is being represented in this test

i0S
If Yes, confirm that each app/OS is using a
different App ID.

No

If Yes, If the app has requirements as to the -
version(s) of the operating system that is
supported please list them here

Indicate Full for Fast Track
Full Test Track

What is the latest version of this document
published by HIMSA?

Version 1.1

What version of the document is being used for
this test? Version 1.1

What version of the Noah Mobile APl is being
used? Version 1.2
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https://www.himsa.com/default.aspx?tabid=4484

No. | Topic Title Topic Details Response

What is the latest version of Noah System
released by HIMSA? Version 4.7.0.3189

What version of Noah System is being used for
this test? Version 4.7.0.3189

What test environment was used for this test?
Production

Is the App Web browser based?
No

If Yes, please indicate if there are any
requirements to the web browser that is
supported by the App?

List what languages are supported

English
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No.

Topic Title

Topic Details

Response

Note any supported hardware requirements if
necessary.

Apple iPad

Are there any hardware limitations?
No

If Yes, explain and also provide a sample record
to HIMSA
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No.

13

Topic Title

Topic Details

Response

Creation of measurement data
formatted via a HIMSA data standard

Please see Appendix A.

If an App supports saving measurements a patient
record (exported .nhax file) with all measurement
types that the App supports must be submitted
along with a document describing exactly what
measurement conditions were used for each
measurement.

This test record will be used by HIMSA to test how
well other certified modules and Apps are able to
read supported data.

Does the App create measurement data
formatted via a HIMSA measurement data
standard?

Yes

If Yes, explain and also provide a sample record
to HIMSA The App supports the creation of
Audiometric Data (Tonal Audiometry and Speech
Audiometry). The .nhax file is provided with the
documentations.

If the certification procedure is passed and
approved by HIMSA can the App be listed
publicly?

Yes

If No, confirm agreement that the App will not be
released(write agreed)
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Topic Title Topic Details Response

Is the app commercially available?
No

If No, specify to HIMSA what future data that it will
be commercially available (unknown is not
acceptable) 8/28/2017

How is the App obtained by another HIMSA
member company? Please indicate contact and
method.

The App will be downloaded via Apple AppStore.
Contact glardaro@otohub.com
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1.2 Security Considerations

This section checks for the compliance and support the security related topics as defined in the Noah Mobile API,
http://www.himsa.com/default.aspx?tabid=4445 The complete SDK text must be read for a full explanation.

No. | Topic

1. Provide a written description (attach documentation or
specific web link) of your companies education

materials for this topic.

On the Patient Section there is and Information button
that shows an alert about Security :“Please be sure to
secure devices to protect your Patients’ data and
utilize lock screens and restrict access to your
devices whenever not in use. ”.

Provide a written description (attach documentation or
specific web link) of your companies education
materials for this topic.

Not applicable

User name and password are entered by the user
inside the app, and it is not allowed to save them to
autocomplete the fields.
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1.3 Data Use and Access

This section checks for compliance and support of the security related topics as defined in the Noah Mobile API,
https://www.himsa.com/default.aspx?tabid=4446 The complete SDK text must be read for a full explanation.
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No.

Topic

How this App addresses the topic

Does the App read or write data to patient
records not presently selected by the
HCP? No

If Yes, explain in what situations this
occurs
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No. | Topic

How this App addresses the topic

Does the App copy data and provide an
explicit notification?

Yes

If Yes, document what data is copied and what it
is used for. Data is copied to be saved in the App
database to allow the HCP to see Patient
information and audiometric data, and use
internal function of reporting, or test the patient,
whose info has already been entered into
NOAH.

Does the App copy data which falls under the
category of Implicit notification of data copy,
and the copy is reasonably obvious to the
HCP?

No

If Yes —document how the data copy is
implicit
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No.

Topic

How this App addresses the topic

Does the App provide a formal statement on
the use of data obtained through Noah?

Yes

If Yes — Provide a written description (or
attach documentation or web link) of your
companies materials for this topic.

Noah data is imported following to an explicit
selection of a by the user and stored in the
internal database.

What does the App do with the Noah related data
once a patient or group of patient is done being
worked with? Write an explanation.

Data are securely stored in the App internal
database and show them in a specific Section of
the App. The HCP can use the data to

e Generate Reports using an App function

e Test the patient, whose info has already
been entered into NOAH, and save more
audiometric data
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1.4 Test Report

| hereby agree that | have correctly answered all questions in the above section 1 and completed all functional tests and any
additional required information in section 2.

HIMSA requires that this report be signed by a Manager that is knowledgeable in how the App interacts with Noah (e.g. use of data
and security). Software quality assurance and development employees are asked to make arrangements with a manager to review
results and sign.

HIMSA will accept this test when all questions have been answered. Many tests are optional, in theses case you are still required to
mark or indicate that you do not support the feature so that it is clear to HIMSA any other company reading the report

Name;: Gianna Lardaro

Title:  Executive Director, R&D

Signature: Date: _ 11 August 2017

(It is acceptable to type in the name and date if the report is being sent electronically)

Test Software, this report, and other related information must be received by HIMSA by 8:30 a.m. on the first day of a full
test track test.
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2. Functional Test Steps

2.1 Precondition Test Setup
These are procedural steps used to set the system up for testing.
Step | Description Expected Behavior Test Result
Clean Installation of the latest Version of Noah There is a clean installation of the latest released version of Pass
4, Noah 4 System.
1
The App under test was never registered with
this installation of Noah.
Create a login in Noah 4 System with the name | The”XYZ” administrator account has been created. “XYZ” Pass
2 “XYZ.” Assign user level “Administrator” rights has “Administrator” user level rights in Noah 4 System.
to “XYZ.”
Create a login in Noah 4 System with the name | The “CBA” Noah 4 System user account with User Level Pass
3 “CBA.” Assign this login “Level 2” User Level “Level 2" rights has been created.
rights to “CBA.”
Enable Noah Mobile in Noah 4 System with Noah Mobile has been enabled. Pass
either “Enable Noah Mobile on your Network” or
“Enable Noah Mobile over the Internet’
4 selected. Chose the one that the App under
test supports.
If the App under test supports both then check
both options.
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Verify “Allow Edit Actions” is checked within Editing of actions within Noah 4 System is allowed. Pass
Noah System.

Setup>Administration>Noah Mobile
Configuration To verify Noah 4 System is setup to allow the editing of

actions go to Setup>Administration>Noah Server Setup and
make sure there is a check mark by “Allow Edit Actions.”

Create a patient record within Noah 4 System Pass
called “John Doe”

Create a patient record within Noah 4 System The “Jane Johnson” patient record has been created in Noah | Choose an item.
called “Jane Johnson” 4 System.

*Note: This patient record will be used for Function not
testing the editing of actions created on a supported
previous calendar day. This patient has to be
created in Noah with data created by the App
under test at least one full calendar day before
it will be used. If this feature is not supported
by the App under test skip this step and the

next step.
Create data with the App under test for “Jane The App under test has created data and saved data to Noah | Choose an item.
Johnson” save this data to Noah System. for “Jane Johnson.”
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2.2

App Discovers Noah On A LAN

No.

Test subject

How this App addresses the topic

App discovers Noah on a LAN

connection?

The App may be able to discover the Noah Server on a LAN Connection. No

The user will need to be able to select/confirm that the app, in the next

steps, will connect to the correct server.

Precondition: the Noah installation is setup to allow a LAN connection.

Does the App support functioning over a LAN

If yes, the below test steps must be completed

*Note: Do not log the App in to Noah 4
System.

Step Description Expected Behavior Test Result
Use the Discovery feature in the App under The App under test will be able to find the Noah 4 | Choose an item.
test to find Noah 4 System on the LAN. System Server by the alias name. The Noah 4
Login Screen appears.
1
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2.3

App Discovers Noah Over The Cloud

No.

Test subject

How this App addresses the topic

App Connects to Noah 4 System via the Cloud and the user logs into

Noah 4 System

The App may be able to discover the Noah Server on a Cloud Connection.
The user will need to be able to select/confirm that the app, in the next
steps,

Precondition: the Noah installation is setup to allow a Cloud connection.

will connect to the correct server.

connection?
Yes

Does the App support functioning on a Cloud

If yes, the below test steps must be completed

*Note: Do not log the App in to Noah 4
System.

Step Description Expected Behavior Test Result
Use the Discovery feature in the App under The App under test will be able to find the Noah 4 | Pass
test to find Noah 4 System on the Cloud. System Server by the Alias. The Noah 4 Login
Screen appears.
1
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Note: From this point on the App under test can be connected via the Cloud or LAN unless otherwise

specified.

2.4 User Rights

No.

Test

subject

How this App addresses the topic

Noah user does not have sufficient privileges to register the App
under test with Noah 4 System

The app must be able to handle the situation where a Noah 4 System user
account does not have sufficient privileges.(e.g. Admin) to register the
app. The user must be informed that they do not have sufficient privileges.

The below test steps must be completed

System user “CBA” account which has level 2
rights.

could not register with Noah due to insufficient
Noah 4 System user rights.

Step Description Expected Behavior Test Result
The user logs on to Noah 4 System from The user attempts to log on to Noah 4 System. Pass
1 within the App under test using the Noah 4 The App under test will display a message that it
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2.5 Registering With Noah and Connecting the App to Noah

No. | Test subject

How this App addresses the topic

App registers with Noah 4 System
The app must be able to register with Noah 4 System

Precondition: The Noah installation is clean from the perspective that this
app does not show up in the Noah Mobile setup screen.

The below test steps must be completed

No. | Test subject

How this App addresses the topic

App Connects to Noah 4 System and the user logs into Noah 4
System on a LAN or on the Cloud.

The app must be able to gain access to Noah by having an interactive
user log into Noah.

Does the App connect?
Yes

If yes, the below test steps must be completed
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Test Result

Step Description Expected Behavior

The user logs on to Noah 4 System through The user is logged on to Noah 4 System through Pass
1 the App under test using the Noah 4 System the App under test.

user “XYZ” account which has administrator

rights.

Register the App under test with Noah 4 The App under test registers with Noah 4 System. | Pass
2 System.
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2.6 Logging On and Logging Off of Noah 4 System from within the App

No. | Test subject How this App addresses the topic

List where the log off GUI is located
Patient Section, on the top right of the screen.

Does the App destroy all Noah related data after log off?
No

If No, please provide documentation to the below
guestions:

e How will the data remain safe during log off?

The Patients Section is secured with an encrypted
password which is set up from the user at the first
run of the App. Furthermore, the data are securely
saved in the internal database using the iOS Data

Encryption.

e Will the data be transferred to another system?
No

e How will app track what users have potentially
accessed the data while not connected to Noah?
The user can access anytime to the data within
the App entering their own password.

The below test steps must be completed
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Step Description Expected Behavior Test Result
Logoff of Noah 4 System from within the App | The user is logged off of Noah 4 System. The Pass

1 under test. token is destroyed.
Log in to Noah 4 System from within the App | The user is logged on to Noah 4 System and the Pass

2 under test using the Noah 4 System “CBA” App under test is connected to Noah 4 System.

login.

2.7 User Name GUI

Test subject

How this App addresses the topic

GUI

There is nothing for the App to do at this time. When
the feature is implemented the App will be asked to
document where the user name is shown in the App
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2.8 Closing the App

No.

Test subject

How this App addresses the topic

Step Description Expected Behavior Test Result
Close the App under test. The App closes. The token is destroyed if the user | Pass
1 was logged on when the App closed.
Open the App under test and attempt to The “Jane Johnson” patient record is not found. Pass
search for the “Jane Johnson” patient record The App should notify the user that they need to
2 within the App under test. log in again. If logged off,
cannot search
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2.9 Unregistering the App

Test subject How this App addresses the topic

App unregisters with Noah Does the App support unregistering with Noah?

No
The app can offer the user the ability to unregister with Noah in the event
the user does not wish the app to be interacting with Noah. As the
registration is per Noah Server and not per Noah workstation an App might | If yes, the below test steps must be completed
be registered once but that registration is good for the app running on
many devices in the office.
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Step Description Expected Behavior Test Result
1 Login to Noah with the user “XYZ” account You are logged on to Noah 4 System. Choose an item.

which has administrator rights.
2 Unregister the App under test. The App under test unregisters with Noah 4 Choose an item.

System.

Verify the App has unregistered by checking The App under test does not appear in the list of Choose an item.
3 within Noah 4 System. registered apps.

Setup>Administration>Noah Mobile

Configuration.

Register the App under Test with Noah 4 The App under test is registered with Noah 4 Choose an item.
4 System. System.

Log off the App under test. The App is logged off. Choose an item.
5
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2.10 Searching for Patients

No.

Test subject

How this App addresses the topic

The below test steps must be completed

Step Description Expected Behavior Test Result
Login to Noah 4 System within the App under | The User is logged on to Noah 4 System within Pass

1 test with the Noah user “CBA” which has level | the App is logged on.
2 rights.
Search for the “John Doe” patient record. The “John Doe” patient record was found. Pass

2
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2.11 Add a new Patient

No.

Test subject

How this App addresses the topic

Add a new patient record to Noah

If the app wishes, it can offer the ability to add patients to Noah. The app
will be assigned different levels of access to demographic data by the

Does the App support adding new patients to Noah?
Yes

HCP. The app can only add patient demographic data to Noah that it has | If yes, the below test steps must be completed

access to read. The app cannot give the HCP the ability to collect
additional demographic data and then give the impression that it can add it
to Noah. The app is responsible for reading the permissions to determine

what demographic fields are available to the app.

Step Description

Expected Behavior Test Result

Create a patient called “Jane Smith” from
1 within the App under test.

The “Jane Smith” patient record has been added Pass
to Noah 4 System and can be found in the Noah 4
System patient list.
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2.12 App Handles Mandatory Demographics

No.

Test subject

How this App addresses the topic

App handles demographic fields that are marked as mandatory

If the HCP has set a field to be mandatory and the app has the option to
add this data then the App must provide this data in order to add the
patient. The app has the responsibility to ask Noah what fields are

mandatory

entered.

Version 1.0 of the Noah Mobile API is not implemented to
the point but in the future it will be. What is possible
today is to test the general idea. Today, This can be
tested by ensuring that both a first and last name are

Step

Description

Expected Behavior

Test Result

Create a patient with only a first name of
“Jack” from within the App under test.

The App under test returns a message stating that
not all mandatory fields in Noah 4 System have
been entered.

The patient is not created

Pass

Adding patient in
NOAH is a
function that is
available just if
the user has
already saved
the patient in the
App, and in the
App it is
mandatory to
enter both Name
and Last Name
to correctly save
the patient.
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2.13 Updating Patient Demographics

No. | Test subject How this App addresses the topic

Update a patient record’s demographics Does the App support updating patient demographic
data?

If the App supports updating demographic data then the app will be tested | NO
to ensure this is done correctly

If yes, the below test steps must be completed

Step Description Expected Behavior Test Result
Search for the patient called “John Doe” from | “John Doe” is found and is the active patient within | Choose an item.
1 within the App under test. the App under test.
Change “John Doe’s” last name to “Smith” The patient record has been updated to “John Choose an item.
from within the App under test. Smith” and the changed name can be seen in

Noah 4 System.

Note: If Noah 4 System was open during these
test steps you may need to close it and reopen
Noah System to see the updated patient name.
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2.14 Saving an Action

No. | Test subject How this App addresses the topic

Does the App support creating action data?
Yes

If yes, the below test steps must be completed
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Step Description Expected Behavior Test Result
List all Noah defined data types that the App List all Noah defined data types that the App 1.) Audiometric
under test can create. under test stores within Noah 4 System.. 2)
3)
For example if you have a fitting App: 4)
1.)Hearing Selection —Right 5.)
2.)Hearing Selection-Left 6.
3.)Fitting-Right
1 4.)Fitting-Left
For example if you have a measurement App:
1.)Audiometric
2.)Real Ear Measurement
3.)Impendence
Create all datatypes supported by the App All data types that are supported by the App under | Pass
2 under test for the “John Smith” patient record. | test have been created.
Save the data to Noah 4 System. The data has been saved to Noah 4 System. Pass
Tonal
3 Audiometry Test

Write down some of the features or settings you
made within the App under test while creating data
to be saved to Noah 4 System.

Speech Testing
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2.15 Actions Are Saved to the Correct Session

No. | Test subject How this App addresses the topic

Does the App support creating action data?
Yes

If yes, the below test steps must be completed
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Step Description Expected Behavior Test Result
In Noah 4 System actions can be seen inthe | All data saved to Noah 4 System can been seen Pass
“John Smith” patient record’s session list. as action(s), referenced actions, and/or action
groups in the “John Smith” patient record’s
session list. Document what
actions are saved
and how they may
be referenced to
other Noah actions
(using the API
feature to set
referenced
actions)
1

Tonal Threshold
Audiometry Test

Vocal
Audiometry Test

The App doesn’t
support
ActionGroup and
ReferencesActio
ns.
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2.16 Devices Are Displayed in the Noah System “Devices” GUI

No.

Test

subject

How this App addresses the topic

The app selects and/or fits hearing instruments. The app under test saves

the “Make”, “Model” and “Serial Number” of the devices selected as No

publicly formatted data so that Noah System will display the information in

the “Devices” GUI component.

Failure to store this required information is considered a critical failure due

to the fact that to the end-user it appears to be data loss.

Does the App select and/or fit hearing instruments?

If Yes, the below test steps must be completed

Measurement App or an “Other” App skip this
step.

Step Description Expected Behavior Test Result
Fitting Apps verify that the devices appear in The device make, model and serial number are Choose an item.
the Noah 4 System “Devices” GUI for “John present in the Noah 4 System “Devices” GUI.

Smith.”

1
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2.17 Recalling Saved Actions

No. | Test subject How this App addresses the topic

Does the App support recalling action data?
No

If yes, the below test steps must be completed

Step Description Expected Behavior Test Result
Search for the patient “Jane Johnson” from “Jane Johnson” is found and is the active patient Choose an item.
1 within the App under test. within the App under test.
Now search for the patient record “John “John Smith” is found and is the active patient Choose an item.
Smith” within the App under test. within the App under test. Data saved to Noah 4

System for “John Smith” has been retrieved by the
App under test. How the data is selected could be

performed in many different ways depending on |_f marked pass _
) how the App has been developed. list the method in

which the saved
data that is

Use the notes of the settings or features saved to | selected is to be

Noah 4 System from above to verify the data shown

created by the App under test was saved

correctly.
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2.18 Editing Actions

No.

Test subject

How this App addresses the topic

Editing Actions within the current calendar day

Apps do have the possibility to edit actions created by the App. Apps are
not allowed by Noah to edit actions created by other Apps or other Noah
compatible software. If supported, the App will be tested to ensure that it

edit the desired actions correctly

No

Does the App support editing actions?

If yes, the below test steps must be completed

Step Description Expected Behavior Test Result

In the “John Smith” patient record that is The data is updated. Choose an item.
1 selected by the App under test make changes

to the data.

Save the updated data to Noah 4 System. The updated data is saved to Noah 4 System. Choose an item.
2

Search for the patient “Jane Johnson” from “Jane Johnson” is found and is the active patient Choose an item.
3 within the App under test. within the App under test.

Go back to the “John Smith” patient record The updated data for “John Smith” was saved Choose an item.
4 within the App under test and open the correctly.

updated action to verify the changes were
saved correctly.
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2.19 Monitoring for Inactivity

No. | Test subject How this App addresses the topic

Does the App set the default to be lower than HIMSA'’s
default?

No

Does the App provide a pre-emptive message to the user
to stay logged on in the event that the defined period of
inactivity has been reached

No

Does the app provide the user with the ability to override
the default period of inactivity, allowing the user stay
logged on to Noah as long as possible?

No
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Step

Description

Expected Behavior

Test Result

If the App under test does not use the default
maximum number of minutes of inactivity as
defined my HIMSA, 20 minutes, please note
the time out period for the App under test.

What is the time out period of the App under test?

20 minutes

The App under test has “John Smith” as the
active patient record.

“John Smith” is selected by the App under test.

Pass

The time before the App under test times out due
to inactivity has been changed to 5 minutes.

Choose an item.

Not supported

Do nothing until the App under test times out The App under test notifies the end user that the Pass
4 due to inactivity. App has timed out do to inactivity.

Log on to Noah 4 System within the App The user is logged on to Noah 4 System from Pass
5 under test with the Noah 4 System “CBA” within the App under test.

login.
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2.20 Updating Actions from a Previous Session

No.

Test subject

How this App addresses the topic

If the app supports updating action data created before the current
calendar day this will be tested well as in a situation where editing of old

actions is turned off.

Does the App support updating action data created
before the current calendar day?
No

If yes, the below test steps must be completed
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Step Description Expected Behavior Test Result

Search for and select the “Jane Johnson” “Jane Johnson” is the active patient within the App | Choose an item.
1 patient record within the App under test. under test.

Edit some of the data created from the The data from a previous calendar day has been Choose an item.
2 previous calendar day. updated.

The updated data is saved to Noah 4 System. | The updated data has been saved to Noah 4 Choose an item.
3 System.

Close the App under test. The App closes. Choose an item.
4

Open the App under test and connect to Noah | The App under test is open and connected to Choose an item.
5 4 System. Noah 4 System.

Search for the “Jane Johnson” patient record “Jane Johnson” is the active patient within the App | Choose an item.
6 within the App under test. under test.

Verify the changes you saved when updating | The data was saved correctly. Choose an item.
7 this action were saved correctly

Logoff of the App under test and close it. The App under test is logged off and closed. Choose an item.
8
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2.21 Editing Of the Same Action by Two Users

No.

Test subject

How this App addresses the topic

Same action edited

As there is no patient or action locking within the Noah mobile APl it is
possible that an action is edited by two different instances of the same app
at the same time. The first app to save will be accepted but the second
app will be informed by Noah when saving that the action has been
updated elsewhere. The app will need to be prepared to deal with this
situation as it seems fit.

The app developer will be required to document how the app will deal with
this situation. For example the app could choose to stop and let the user
reload the new data or it could just automatically choose to create a new
action. Or, if supported, the app could take the responsibility to merge the
data so that both changes are incorporated.

Does the App support editing actions?

No

If yes, the below test steps must be completed
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Step Description Expected Behavior Test Result

There are two separate installations of the There are two different Installations of the App Choose an item.
1 App under test installed. under test..

From this point on these installations will be

referred to as Installation A and Installation B

Connect the App under test in InstallationA The App under test is connected to Noah 4 Choose an item.
5 and log in to Noah 4 System with the Noah 4 | System oin Installation A and the user is logged

System “CBA” logon. Accept the token. on to Noah 4 System with user login “CBA.”

Access has been granted too.

With the App under test in Installation A The “John Smith” patient record has been Choose an item.
3 search for and select the “John Smith” Noah 4 | selected by the App under test in Installation A.

System patient record.

Connect the App under test in Installation B The App under test is connected to Noah 4 Choose an item.
4 and log in to Noah 4 System with the Noah 4 System in Installation B and the user is logged on

System “CBA” logon. Accept the token. to Noah 4 System with user login “CBA.” Access

has been granted.

With the App under test in Installation B The “John Smith” patient record has been Choose an item.

search for and select the “John Smith” Noah 4 | selected by the App under test in Installation B.

System patient record.
5 *Note: At this time the action(s) created by the

App under test for the “John Smith” patient

record is (are) loaded in both Installation A

and Installation B. Both installations have the

same action(s) open.

With the App under test in Installation A edit The App under test saves the updated action for Choose an item.
6 and save the updated action for the “John “John Smith” from Installation A to Noah 4 System.

Smith” patient record.
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With the App under test in Installation B now A message is displayed by the App under test in Choose an item.
attempt to edit and save an updated action for | Installation B that says the action has been

7 the “John Smith” patient record. updated or changed because the action loaded
into Installation B is older than the action in Noah
4 System.
If the App under test supports the updating The app under test saves the data created by the | Choose an item.

and saving of the data that was created by the | app under test in Installation B.
App under test in Installation B then save the
updated data.

2.22 Read Standard Audiogram Formats

No. | Test subject How this App addresses the topic
All Noah audiogram data standards for the types of audiometric data Does the App support reading and displaying of
supported by the App under test are read and interpreted correctly. audiometric data?

No

If yes, the below test steps must be completed

Note: Go to himsa.com and verify that you have downloaded the most current audiometric test data nhax files and the
test reports that correspond for each one of the data test records. If the audiometric data file has not been updated since
the last time you tested your App with it and HIMSA has your previous test report for this data record, then you may omit
testing against this data record.
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Step

Description

Expected Behavior

Test Result

The tester has downloaded all audiometric
test data records from
http://www.himsa.com/default.aspx?tabid=199

6 The test reports for each data record are
included with the same download.

*Note: If no new audiometric sample data

The audiometric test patient zipped file has been
downloaded.

Choose an item.

1 records have been added since the last time

the App under test was in for certification

testing then this section can be skipped. If

there have been new sample audiometric

records added since the last time the App

under test was in for certification testing only

the new data records need to be tested by

you.

Import the All_Records.nhax file into Noah All the audiometric test patient records have been | Choose an item.
2 System. imported into Noah 4 System.

Audiogram Data Standard Support Matrix Before this test begins HIMSA advises that this Choose an item.
3 document has been filled out by an test report be filled out first to ensure the tester is

appropriate member company employee aware of the App under test’s support for different

types of Audiometric data

Open the App under test, login and grant The App under test opens and logs in to Noah 4 Choose an item.
4 access to Noah 4 System. System.

Select one of the patient records that was The session list appears. Choose an item.
5 imported into Noah that contains actions from

an audiometric measurement manufacturer.
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http://www.himsa.com/default.aspx?tabid=1996
http://www.himsa.com/default.aspx?tabid=1996

The App under test displays and/or uses the
data correctly.

The audiograms are being displayed and or used
correctly.

Please note the sample patient record name and if
the App under test used the audiometric data
correctly.

Please see the example below of how the test
patient record should be listed and marked pass
or fail.

1) —-Pass
2.) -Fail

1)
2)
3)
4.
5.)
6.)
7)
8.)
9.)
10.)
11.)
12.)
13.)
14.)
15.)
16.)
17.)
18.)
19.)
20.)
21)
22)

a4
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Perform a simulation to create data and save
the data.

Note: If it is not possible to create simulated
data with the App under test, the hardware

The App under test will be able to save data
against the audiometric test patient record

properly.

Choose an item.

6

must be connected and a real measurement

must be performed.

If the App under test does not support the

creation of data this step and the next can be

skipped.

Look at the Noah 4 System session list for the | There is newly created action(s) in the Noah 4 Choose an item.
7 patient record and verify a new action(s) have | System session list.

been created by the App under test.

Fill out the test report for the audiometric test | The report is filled out and documents what the Choose an item.
8 patient data record that was just tested. App under test uses and can show from the

audiometric test data.

Repeat the previous 6 steps for the remaining | Record the name of the test record used. Choose an item.

9 imported audiometric test patient data test

records.
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2.23 Network Malfunction

No. | Test subject How this App addresses the topic
App Prepared for network malfunction / network issues The below test steps must be completed
Please see the “States of Data” section at Note: for web browser Apps
https://www.himsa.com/defauit.aspx?tabid=4446 If the App under test is a Windows PC based browser the
test steps below cannot be performed on the same
The App does need to be prepared for cases where a network issue computer that has the Noah 4 System Server installed on
prevents unsaved data from being committed to Noah. There are two It.

main approaches that the App can implement:

1) Allow the user to keep trying until the network issue is resolved,
but keeping the access token expiration in mind. If the access
token is expired the app must permanently delete any unsaved
data. If the session is expired then the user can try to continue
saving but user must first be authenticated. Saving cannot be
attempted until authentication is successful.

2) The App can save the data for later use but must then support and
document the features covered in the next test section — “Planned
Times With No Internet Connection”
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Step Description Expected Behavior Test Result
Connect the App under test to Noah 4 System | The App under test is connected to Noah 4 Pass
1 by logging on with the Noah 4 System logon System and the user is logged on to Noah 4
“CBA” and accept the token. System with access granted.
Disable the network connection on the device | The App under test no longer has a connection to | Pass
2 or unplug the network cable if the App under the Noah 4 System server.
test is browser based.
Search for the “John Smith” patient record in A message appears informing the end user there Pass
3 the App under test. is no longer a connection to the Noah 4 System
server.
Re-enable the network connection in the There is once again a network connection to the Pass
4 device or plug the network cable back in. Noah 4 System server.
The App under test reconnects to the Noah 4 | The App under test is once again connected to the | Pass
5 System server. Noah 4 System server and informs the end user of
this.
Search for and select the “Jane Johnson” The App under test has found and selected the Pass
6 patient record in the App under test. “Jane Johnson” patient record.
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2.24 Planned Times when No connection to Noah is possible

No. | Test subject How this App addresses the topic

Does this app support adding, editing actions, adding or
editing patients to Noah while there is no possible
network connection to Noah?

No

If Yes, describe the supported features. You will also
need to include test steps written by you showing this is
working correctly. Please consult with HIMSA
certification staff before submitting for comment.

48 Noah 4 Mobile Certification Test Version 1.1



49 Noah 4 Mobile Certification Test Version 1.1



2.25 App Relies Upon Noah Data

No.

Test subject

How this App addresses the topic

App relies upon other Noah data

If an App relies upon actions or types of data that may be part of the
patient record the app needs to be prepared for the fact that many apps
could be working with this patient. Noah Mobile does not have a
messaging feature to alert the app to updated data.

If there is important data then the app will need to refresh data and look for
the necessary changes and react as it necessary for the App.

Example:

A hearing instrument fitting App is open and reads a patient’s latest
audiogram and uses it as part of the fitting. The app or module that
created the audiogram now updates the audiogram while the fitting app is
still open.

The app has the responsibility and choice to check with Noah to see if the
data it is using has been updated.

Does the app rely on data ready from Noah to complete
operations

No

If yes, document what data and how critical an update of
this data, while the app is open, would impact the
operation oftheapp ..
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2.26 Audit Trail Feature

No. | Test subject How this App addresses the topic
Noah mobile makes extensive use of the audit trail feature to track all Does the app support adding app created audit trail
activity which includes HCP’s and app activity. If the app supports making | entries?
entries into the audit trail then document and test that it is functioning as No
desired.

If Yes, document what type of entries are made

2.27 Ensure that action is saved to the correct patient

No. | Test subject How this App addresses the topic

Does the App support creating action data?
Yes

If yes, the below test steps must be completed
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Step Description Expected Behavior Test Result

Within the Noah Console Database The Noah 4 System database has been replaced Pass
1 Administration Tools select the button to “New | with an empty one.

Database”

Launch Noah 4 System and logon with ABC. Noah 4 System is open. Pass
2

Create a patient record named “Jane Doe” in The patient record “Jane Doe” has been created in | Pass
3 Noah 4 System. Noah 4 System.

Export the “Jane Doe” patient record out of The “Jane Doe” patient record has been exported. | Pass
4 Noah as a .nhax file to the desktop. Name the

export “Test.nhax.”

Close Noah 4 System. Noah 4 System is closed. Pass
5

Within the Noah Console Database The Noah 4 System database has been replaced Pass
6 Administration Tools select the button to “New | with an empty one.

Database.”

Open Noah 4 System and login as ABC. Noah 4 System is open. Pass
7

Create a new patient record, “Joe Johnson,” The patient record “Joe Johnson” has been Pass
8 in Noah 4 System. created in Noah 4 System.

Recreate the “XYZ” Administrator logon from The logon with admin rights has been recreated. Pass
9 above.
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Connect the App under test to Noah 4 The App under test is connected to Noah 4 Pass
10 System. Log on to Noah 4 System within the | System and the user is logged on to Noah 4

App under test using the “XYZ” Noah 4 System. The user has accepted the Noah 4 token

System user account and accept the token. and access has been granted.

Search for and select the “Joe Johnson” The App under test has found and selected the Pass
11 patient record in the App under test. “Joe Johnson” patient record.

Navigate back to Noah 4 System and delete The “Joe Johnson” has been deleted from Noah 4 | Pass
12 the “Joe Johnson” patient record. System.

Import the “Test.nhax” file on the desktop into | The nhax file is imported and “Jane Doe” is the Pass
13 Noah 4 System. only patient record in the patient list.

In the Noah Console change the Noah 4 The patient numbering has been changed from Pass
14 system numbering from automatic numbering | automatic to manual.

to manual numbering.

In Noah 4 System select the “Jane Doe” “Jane Doe” is selected in Noah 4 System. Pass
15 patient record.

Edit the “Jane Doe” patient record patient The “Jane Doe” patient number has been Pass
16 number. Change it to “0000001” save the changed.

changes.

In the App under test, which still has “Joe The App under test displays a message informing | Pass
17 Johnson” selected, create some data and the end user that the patient record “Joe Johnson”

attempt to save the data to Noah 4 System. does not exist in Noah 4 System and the data

cannot be saved.

Close the App under test. The App closes. Pass

18
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2.28 Creation of Sample Data

No.

Test subject

How this App addresses the topic

If the App under test creates measurement data and saves this data to
Noah 4 System this data must be tested to verify it was created following
the HIMSA data standards. This data will also be checked to verify it
doesn’t cause problems for all of the HIMSA certified modules.

The App under test must create it's data correctly by
following the HIMSA data standards.

Does the App support creation of measurement data that
is saved to Noah 4 System?

Yes

If yes, list the measurement data type created by the App
under test with the HIMSA data standard used when
saving the data to Noah 4 System.

1.) Audiometric data — Format 500
2)
3)
4)
5.)
6.)

For example:

1.)Audiometric data — Format 500
2.)REM data — Format 200
3.)Imp data — Format 100

Also if yes, the test steps below must be completed

54 Noah 4 Mobile Certification Test Version 1.1




Step | Description Expected Behavior Test Result

Create a patient record in Noah 4 System as A patient record has been created by following the Pass
1 specified in Appendix A of this document. directions specified in Appendix A.

Connect the App under test to Noah 4 System | The App under test is connected to Noah 4 System and Pass
2 and login to Noah 4 System from within the the user has logged on to Noah 4 System.

App under test.

Create all Noah 4 System measurement data | All Noah 4 System measurement data types the App under | Pass
3 types the App under test supports as test can create have been created and saved into Noah 4

mentioned in Appendix A and save this data System.

to Noah 4 System.

Export this patient record out of Noah 4 The patient record has been exported out of Noah 4 Pass

System as a .nhax file. System as a .nhax file.
4

This .nhax file will be submitted to HIMSA for

certification.

Export this patient record out of Noah 4 The patient record has been export out of Noah 4 System Pass

System as XML. Use the XML export option as a XML file.
5 in Noah 4 System.

This XML file will be submitted to HIMSA for

certification.

If the App under test creates Noah 4 System The audiometric test patient report has been created for Pass
6 audiogram actions please use the the audiometric data the App under test created and saved

“Template.doc” found in the “All Test Records
zip file that can be found by following the link

to Noah 4 System.
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in Appendix A to create a Audiometric sample
test patient report.

This Audiometric test patient report will be
submitted to HIMSA for certification.

2.29 Verifying that Measurement Data Created by the Module Under Test
can be Read and Displayed Correctly by Other Modules.

From this point on the test steps are optional. The steps below were performed by the member company. Pass

Note: HIMSA will perform the test steps below
during a full test track. The member company is
also able to perform this testing themselves if
they wish to do so. HIMSA recommends the
member company completes these test steps.

All HIMSA certified modules have been installed | All HIMSA certified modules have been installed on the Pass
and appear in the Noah 4 System module computer that has Noah 4 System installed.

toolbar.

The patient record in Noah 4 System that has The patient record that contains all measurement action data Pass

been created following the directions in Appendix | types that were created by the App under test is the active
A is the active patient record in Noah 4 System. patient record in Noah 4 System.
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Open one of the HIMSA Certified Modules on the | A HIMSA certified module opens on the patient record that Pass
patient record containing the measurement contains the measurement data created by the App under test.
action(s) created by the App under test.
If the HIMSA certified module displays the The HIMSA certified module displays the data correctly that Pass
measurement data created by the App under test | was created by the App under test.
verify the module is displaying data correctly.
If possible create simulated data with the HIMSA | The HIMSA certified module can save data to the patient Pass
certified module and save it to Noah 4 System. record that contains the measurement actions that were
created by the App under test.
Preform steps 7-9 for all HIMSA certified Every HIMSA certified module has been opened on the patient | Pass
modules. record that contains data created by the App under test. If itis
possible to create simulated data in the HIMSA certified 1. Noah 4
module this data has been saved to the patient record that Audiogram
contains the measurement that was data created by the App | Module
under test in Noah 4 System. 5
List all the HIMSA certified modules that were opened on the 3
data created by the app under test. For example '
4.
1.) Noah 4 Audiogram Module
5.
2)
6.
3)
7.
4.)
8.
9.
10.
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.
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30.
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Appendix A - Creating test data for integration testing

Please create a Noah 4 patient record using the following naming convention.

Last name: App name and version

First name: List of data types in patient

Example:

Noah 4 Audiogram Module .1

AUD

Using Noah 4, connect the app and create all measurement data supported by your module.

Please use values that can be found in real life.

Audiometric data should mask at least one point on each curve that supports masking.

After the patient record has been saved to Noah 4, navigate to the file menu in Noah 4 and select Export Patients. Export the patient as a .nhax
file using a combination of the first and last name.
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Import your .nhax file into an empty database and export it using the for data analysis option which is the XML format.
Review the XML file to make sure that the measurement conditions are written as specified by you

If the App under test creates Audiometric data please complete a test patient sample report. The template can be found by following the link
below. You will then need to download the “All Test Records” zip. The Audiometric test patient sample test report template is in this zip. The
document in the zip file you want is called “Template.doc.”

https://www.himsa.com/Members/Certification/Audiological TestMeasurementData/tabid/1996/language/en-US/Default.aspx

Submit the .nhax file, the XML file and Audiometric Sample Patient Test Report to HIMSA with your conformance test report.
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